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,4PPENDlX A 

LIST OF 1’411TIES AYD RECORD DOCLWENTS 
(l1cstricled Proceeding) 

Glohal Crossing 1.1d (Debtor-in-Possession). GC Acquisil~on Limited 
Communicalions Workers of America 
.American Comniiinicalions Nehvork. lnc 
TDT Cnrponiion 
O i p n i m ~ i o n  for ln~rniai innal  Inves tmcn~ 
S O  Conimunicalinns Inc 

.- Record D o c u m e n ~ s ” ~  

I .4pplicalions ( A u g  22. 2002) 
2 Public Nolice (Sept 19, 2002) 
3 <‘\\‘A Commriils (Ocl 21, 2002) 
4 I)C)I/FBI Motion (OCI 2 I. 20U2) 
5 C~lol ia l  Cinwng Rcsponse (No\, 5 .  2002) 
6 ACNl  Sialcnicnl i.”.”ov. 5 .  2002) 
7 ACNI Lellrr (No\> 18. 2002) ( f , .T] ione)  

h Oli,hal Crmsing Reply 10 ACNl (Kov 1 E. 2002) 
Y Letier from Appllcanls (Nov 22. 2002) 
10 I  flier from Juiian P Geliman (Dec 3. 2 0 0 2 )  
I I I clici ftoni I’olic) Division io Applicanls (Dec 4 .  2003) 
I 2  Dcccmber I8 Lcriei (Dec 18. 2002) 
I 3  I m e r  from Applicanls ( Jan  16 2003) 
11 1 t i l e i  C!~.T P”licy Division lo .4pplicanls (Jan 23. 2003) 
I S  AIipIicanls~ coneclion I O  scr\’ice l is1 Tor December 18  I-ciier ( J d n  ::. 71103) 
16 b c n h i i d p e  C.~]iiial hlolion 10 Acccpl L31e-Tiled Plcadinf a n d  I ’ C I I I ~ I ) ~  i o  Dcny (Jan  28, 2003) 
I 7  Jmuar ) ‘  30 Lener ( Jan  30. 2003) 
I8  Fehrtiay 6 Leiier (Feb 6, 2003) 
19 .4pplic,in1s~ Opposilion I O  lvimion io .Aicepi Laie-Filed Plradinp 2 n d  I’riiiion io Deny (Feb 7,2003) 
20 Firs1 Amcndinenl (Feb 11 .  2003) 
2 I l.rhcr from Policy Division In Applicants (Feb 14, 2003) 
22 Public Norice (Feb 20, 2003) 
23 February 24 Lener (Feb. 24. 2003) 
2 3  ].mer fioni Policy Division io Applicanls (Teb 26, 2003) 
25 Vc\{hridpc Ciipilal Reply Io Opposilion in h4olion I O  .4ccep1 Laie-Filcd Plcading (Feb. 2 6 ,  2003) 
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26 A C N  Furlhei- Commcnts (Mar 6. 2003) 
27 Lcrier from Applicanrs (Mar 13. 2003) 
28 Global Crossing Funher Reply io ACNl (hlar 13, 2003) 
29 ID7 Rcply (Mar.  13, 2003) (erporre) 
30 ACh'l Letter (Mar 18, 2003) 
31 March  20 Lciier (Mar. 20. 2003) 
32 A C M  Supplcrnent to Lener (Mar 24.2003) 
23 Global Crossing Reply to ACNl Lerier (Mar 25, 2003) 
14 ILetier from Policy Divislon lo Applicants (Mar. 27, 2003) 
35 Second Amendment (Apr. 7, 2003) 
36 Cong Wo1fE.i Parre (Apr 8, 2003) 
17 ACNl Second Supplemental Letier (Apr 16. 2003) 
3 s  A C M  Third Supplemcntal Lener (.4pr 18.2003) 
39 lx t ie r  from Policy Division to Applicants (Apr 22. 2003) 
40 1 eiler from D w i d  Albalah, Counsel for IDT (Apr. 22. 2003) 
41  Sen Dayon Er Parre (Apr. 22.2003) 
42 Lclter from Applicanrs (Apr 30.2003) 
43 Applicants. correction Io srrvice list for April 30 Letler (May 6, 2003) 
44 Leiter from E. .4shton Johnston Counsel for IDT (May 7, 2003) 
45 Third Amcndment (May 13.2003) 
46 Letier from E Ashlon Johnston. Counsel for IDT, io Secretary, FCC (May 14, 2003) 
47 Sen Bums and Sen. I4ol l ing Ex Porrf (hlay 15. 2003) 
48 Pub l~c  Yolice N a y  16, 2003) 
49 ACNl Founh !;upplemental I erier (h4ay 16. 2003) 
50. May 22 Lener (May 22; 2003) 
SI May 23 Lener (May 23. 2003) 
52 Lerier Tiom Julian Gehman Counsel for Ncnhridpe Capiral (June 9, 2003) 
53 Leiier from Official Commiiicc ofunsecured Creditors (June 10, 2003) (exparre) 
54 XO I eticr ( lune 12, 2003) 
5 5 .  Cong Weldon Ex Pane (June 12 .  2003) 
56 ID7 Peii~ion to Deny Third Amendment (Junr 16. 2003) 
5 ?  on Comments (June 16, 2003) 
5 s  ACXI Ohjeclions to Third Amendment (June 16,2003)  
59 Sen Schurner ti Parre (June 24.2003) 
60 Global Crossing Opposition io Pelitions to Deny Third Amendment (June 26, 2003) 
61 XO Comments (June 26, 2003) 
62 .4CN1 Reply 10 Third Amendment ( lune  26. 2003) (exporre) 
63 Founh Amendment (June 30,2003)  
64 Public Notice (July 2. 2003) 
65 ACNI Fifth Supplemental Letter (July 2. 2003) (exporre) 
66 Global Crossinp Reply to XO Comments (July 3, 2003) 
67 IDT Reply io Third Amendment (July 3. 2003) (exporre) 
68 E,,o/o io Global Crossmg Reply to XO Cumienls (July 7. 2003) 
69 August 18 Lener (Aug 18,2003)  
70 Seplemher I 8  Letier (Sept IS,  2003) 
71 DC)J,'FBI Petilion lo Adopt Conditions (Sepi 26, 2003) 
72 1 ciier from Policy Division to Applicants (Oct 2 .  2003) 
73 Order and Auihorizatton (relcased Oct 8. 2003) 
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APPENDIX B 
LIST OF FILE NUMBERS 

File No Authorization Holder 
ITC-T/C-20020822-00406 Budget Call 

lTC-T/C-20020822-00444 Global Crossing Government Markets 
ITC-T/C-20020822-00445 Global Crossing Holdings USA 
ITC-TIC-20020822-00446 GCNAN 

ITC-Tic-20020822-00443 GC Bandwidth 

Petition for Declaratory Ruling. 
1 ISP-I'DR-20020S22-00029 1 New GX (GCNAN and €AN) 

Authorizations 
ITC-94-03 1 

ITC-2 14-2001 1106-00560 
ITC-214-19990412-00202 
ITC-94-381; ITC-94-320; 

1TC-91-193 

ITC-T/C-200?0~?2-00~47  1 Global Crossing T e l e c ~ m m u n i c a t i ~ n s  
ITC-91-077; ITC-93-186 
ITC-85-126; ITC-87-179; 
ITC-8s-152; ITC-88-013; 
ITC-87-113; JTC-95-295; 

ITC-2 14- 1996062 1-00265; 
ITC-214-19960715-00309: 

ITC-214-19960530-00220; 

I ITC-214-11)960729-00351 
Inlcma~ional Optical Networks, L.L C. I ITC-214-I9980520-00334 lTC-T/C-20020822-0044S 

File No Licensee 

I 

ITC-T/C-20020S22-00449 1 Racal Telecommunicat~ons Inc 1 ITC-214-19970717-00410 

Licenses 

~~~~ 

Trans fe r  of Control of1)nmeslic Section 214 Authori ty  

SCL-T;C-20020822-00071 

SCL-T/C-200208?2-00072 

GC Bandwidth 
Global Crossing Local Services 

GCNAh' 
Glohal Ciossinp Telecuinmunicaiions 

(Atlantic Crossin€ 

(Mid-Atlan 
M A C  Landing SCL-LIC-I 

PAC Landing SCL-LIC-I9981 I (  

I SCL-'l'/C-200208~2-0006S 1 GT Landing 1 SCL-LIC-I 

- 1 (Pan American Crossing Cable, or 

120 Sincr fillng ilie Applicat~ons.  Global Crossing Telecommunications has relinquished 11s mleres~s 
ir i  ilie J L ~  cable landing license (File No SCL-LIC-I9981117-00025). See Global Crossing Telecommunications, 
inc iDehrui~i i i -Po,~ession~,  File No SCL-MOD-20020522-00057, Public Notice, Acllons Taken Under Cable 
I ~ n d i n p  Liccnse Act D.4 02-2431, 17 FCC Rcd 18389, 18390 ( In l ' l  Bur 2002) Therefore. 11s ~nterests in that 
llccnse are  no longer Ilsied here. and ihis Order and  Aulhorizalion dismsses as moot File N o  SCL-T/C-20020822- 
00070 io iransfer control ofthe mieresic of Global Crossing Tclecomunrcaiions in the JUS cable landmg license 
See .\Uplo $1 64 
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File No 

SCL-T/C-20020S:!2-00074 r 

Call Sign(s) 

Global Crossing Latin Amenca 
Carihbean 

GC Pacific Landing 

GT Landing D 

PC Landin€ 

PAC) 
SCL-LIC- 19990823-0001s , 

(South American Crossing Cable, or 
SAC) 
SCL-ASG-I 9981 204-00029 and 
SCL-TIC-19981204-0003022' , 
(Asia Direct Cable, Atlantic Express I 
and n Cables. Bahamas Express Cable, 
Guam-Hawaii Cable, Hawaii Express 
Cable. Orient Express Cable) 
SCL-MOD-200005 1 1-0001 8 
(Atlantic Crossing-2 Cable, or AC-2) 
sCL-L1C-19980807-00010 
(Pacific Crossing Cable. or PC-1) 

Transfer of Cnnti-ul of Cornrnun Carrier and Yon-Common Carrier Radio Liccnses Held by 

\4'HO330. \W~O331.\4'"0332. \ArH0333. WH0335. WH0336, WH0337, 
\4'130339. WHO340. \VHO341. \\XO344. WH0345, WH0346, WH0347, 
\474Q999. lVKL999. WLA738 \\I'MP4.5?. \\'PRT617 

~~ 

';I A~c>~nmriiL~riansler of control io GC Pacific Lalidin? of inicrcsls in  cjhle landing licenses 
pre\lously granied in vaiious eniiiies The undcilyiiig file numhcr, lni i h i  rrlcicnced cdhlcs arc, respeclively, 
SCL-95-01?, SCL-95 005, SCL-95-006. SCL-95-004, SCL-94-00?, SCL -95.010 and SCL-95.01 1 

On .4upusi 20.2002 Global Crossing filed a n  applicaiion lor !he p ~ o  iorma assifmen! of 
\\jPRT617, a privaie larid mobile licenir held in 11s namc. 10 GCNAN Ser ULS FIIC No 0001002830. This 
rlansaciion was approved by ihe Comnussion on Srpicinber 3. 2002 and uas consunmaled on Srplember 4,2002 
I'LS File No 0001001014 was amended on Sepiember 6. 2002. I O  includc V'PRT617 On January 16,2003, 
GCNAN filed a n  appIJcaiion I O  cancel \VLT7I I .  efieciivc upon fil ing and  updated F o m  603 accordingly. See 
F e b m a v  6 Lener, supra note 62, a1 1 I 

22: 

On .lime 17. 2003. E.4fi filed a Fonn 603 r tques i inc  !he rransfer of conrrol o fEAN 10 Global 221 

Criicsinp See ULS File No 00013512.18 On June IS .  2003, EAN filed a J o m  001 rcquesirng Special 
Temporan 4uihoriT) ("STA") far thai iiansaciion See ULS J d e  Wn 0001352905 The Wireless 
Teleconrnrunicaiions Bureau granted the STA on June 2 4 .  2003. and € A S  filed Form 603 requesiing thepro Jormo 
a~rigninenl of 11s cornnion carrier radro IiLcnscs iii EAK as  dcbior-ui~possession See ULS File No 0001359746. 
On June 26 2003. \he 'Nircless Tcleronimiinicaiion~ Bureau granied ihc assigimeni which as  consummated on 
liine 27.  2003 See Jounh Aniendmeni, suptil iraie I .  a i  2 n 2 
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APPENDIX C 

OHGAhlZATlONAL CHARTS’ 

I 
Scr Stpi tmber  1 @ 1.ciicr. s u p ~ o  ncie 10, ai Orgamzaivmal C h m  lor GCL’s F C C - L n n d  

Schridianes. 
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' Post-Closi 1 Ownership Structuie of Cable Landing Llcensees 
(Except PC Landing Corp.) 

I STT comm"nlcnllo"s LlrnlIMl 
(Singapore) I 

I 

GC Acquisnton Limited I IBermuda) 
I 

GC Holdings Llmiled 
(Bermuda) 

I 

Global Crossing Latin America 
6 Carlbbeen Co 

(Deleware) 
Holdings USA. Inc. 

(Delaware) = Cable Landing Licensees 

Nole. 

* The remhlng 1 08% Here- In STT C W ~ n l W f l O n Y  
Limned WN be held by me -nr'il manammen1 



I 
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Fk deral Communications Conlmission 

APJ'EhDlX D 

hZM' GWEXECUTIVE BRANCH AGREEhZEhT 



AGREEMENT 

This ACiREEhlENT is made as of the date of the last signature affixed hereto by and 
smong Global Crossing Ltd. ("GCL"), GC Acquirition Lunited ("New GX") and Singapore 
Teth~ialogies T:len;cdia Pte Lid ("ST Telrincdia"), on the one hand, and the Federal Bureau of 
l r . ~ e r u f a t i o n  ("FBI"), h e  U S.  Dcpanment of Justice ("DOJ"), the Department of Defense 
("DOD"), and the Department of Hoineland Secuniy ("DHS"), on the other (relerred to 
indi~, idual ly  as :I "Party" and collecuvcly as the *Tulles"). 

RECITALS 

\ W T R E A S ,  U S conmiuiiica~ion rystcms are essential to the ability of the U.S. 
~ o v t i i n i e n t  to f u l l T l l 7 ~ ~ i r ~ ? t 3 i l l c s l o i ~ u o r i c  to prexrve  tne nttionai secun'ry o i d r  
Unircd Lcwcs, to enforce the laws, and to msintain the safery of the public; 

- - 

\\1j17R13AS, the U S fovernmLnt has an oblipauon to the public to ensure that U.S. 
rrnimuiucit ioni~ and iclated udom.aion iire secure in order to piolecl the pnvacy of US. 
pcrson. 2nd to enforce the 1an.s of h e  Llnilpd Cutes; 

\3'lIERlSAS, it IS cnrical to h e  w l l  k i n g  of l h e  nauon m d  is citizens Io maintain the 
\~i~bi l i Iy ,  iii~tgrity, and 5ecunry of the c o n u n u ~ ~ i i a ~ ~ u n s  :!.stems 01 the United Sules  bee. e.g.. 
E h t r u u v c  Ordei 1323 1 ,  Cntical lnfiartrucrurc Protccrion in the Information Age and Piesidential 
Drcision Dirrct~vc 63, Cn t i cd  Irhtsrmcrure Protection); 

\ \ 'HLlUIAS,  protection ofCkr:1fied, Conr~olled Unclassified, and Sensitive Informalion 
ir zlso cndcal IC, U.S national xrunry, 

\\'HLRJ:AS, G C L  and New GX have an ohlipation LO protect fiom unautliorizd 
~ i ~ c l c r i u e  [he contents o f w u e  and r l e c ~ o n ~ c  ~ o m i u r u c a t i o n ~ .  

\\'HEREAS, h'ew GX, t h o u g h  onc U, more of i t s  subsidiaries, provides or will provide 
h c  fd lo \v inp  wrr.ices: ( 1 )  local, long dis~ance and in~crna t iona l  voicc services including 1P- 
bred \'OICC scn'ices, calling c s d  and tu11 frcc voice stmice, a d  international loll free scrvicc; 
(2) pnvatc c a m  and virmal pnvalc nerwoiklng services, including global ATh4 service, and 
frjrne rrlay Fenice; (3) bioadband TiLm-optic ispacity on a leased and IRU basis, including 
pnxate line senmice and wavelenph service, (4)  Inienlet sccess services including IP peering and 
t ~ r n s i t  ~en ' i ce ,  dedicated lntcmet accesz s e n i c e  and internet diskup service; ( 5 )  audio and video 
cor.felenctng s r n i c e s ;  (6) maiiiirnance and iiislallallon s e ~ \ ' ~ c e s  in connection with the above, 
including colociiiion scrvice, icmote access service and managed services; and (7) any ohcr 
t e l e r ~ m m u ~ c a t ! o r ~  service h a t  Ncw GX ma)' offer in h e  future; 

\4'HJ:RE.AS, New GX ha! or w11 have direct p h y i c a i  or elecnonk access lo certain 
c u w m e r  f~ril i t ics,  including xmers, :torage m c d a ,  network connections, bandwidth transporl, 
and f u w a l l s ,  and hereby Ius access to a v x ~ c r y  of cu:tomcr and end-user  informahon thai is 
rubden IO U.S privacy 2nd clecoonic s u n ~ c i l l ~ n c e  kws; 
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J’I’INREAS, GCL has cntered into a Purchase Agreemcnl dated August 9, 2002 and 
m c n d k d  Detcmber 20, 2002 and May 13,2003 (the “Purchase Agreement”), whereby GCL and 
I& \vholly-onncd Bermuda whsidiary, Global Crossing Holdings, La., will uansfer all of their 
a s s e s  and operauons, includmp o w n e ~ h i p  of their U.S. subsidiaries, to N e w  GX. and ST 
Telcmedia u d l  scquire, directly or t hough  a subsidiary, a 61.5 percent equity and voting interen 
m New GX In cxchanpe for, rnier ol io,  an investment of $250 mllion in New G X .  which 
Pwcharc Akxrmeni  has bren zpploved by ihe United Slates Bankruptcy C o w  for &e Southern 
Distnct of New York, and GCL. New GX and ST Telemedia have represented that the proposed 
transaction docs not involve, directly OJ indlrectly, investment in GCL, its subsidiaries, asseu 
2nd operations by zny foreign company other than ST Telemedia; 

\I”IREAS, GCL 2nd New GX have filed w’th the Federal Communications 
Commission (“FCC”) applicaiions (In FCC It3 Docket No. 02-286) under Sections 214 and 
?10(d) of h e  Comunics i ionr  Aci of 1934, as amended (the “1996 Act”), 47 U.S.C. $9  214 and 
310(d), 2nd the Act Rrlauing i o  the Laidmg znd Operation of Submanne Cables m the United 
:Utes, as amrnded ( b e  “Cable Landmp License Act”), 4 7  U.SC. $5 34-39, seeking FCC 
;ppj~\ ,al  of the usnsfer of control to New GX of GCL’s rubridianes that hold FCC 
j u t h o m t i o n s  and Iictn-er, and in connection therewith have also filed with the FCC a petition 
pursuant IO Srction 2 10@)(4) of h e  1996 Act for a declaratory ruling h a t  the proposed indirect 
f o w p  cwncrshp mierest o f  ST Tclcmedia m chc FCC-llcensed suhridimks is in che public 
Interest; 

- 

\?.lKREAS, ST Tclemedia IS a company organizcd and cxistuq under the laws of 
Smgapore  at is a uholly-oumed subsidiuy of Singapore Technologies Pie 114 that in turn 
u l i i ~ a i c l y  is wholly-ouncd by the Eovemmeni of the Republic of Singapore; 

\?‘JiEREAS, the FCC’s p a n t  of the zpplications in FCC 1B Docket No 02-286 may be 
rnadc Fubjeci 10 condiiions rtl;img to naiional security, law rrJorcemcn5 and public safety, and 
nheiea: GCL, Few GX and ST Telcrnedia have agreed to cntcr inlo h s  Agreement with the 
FBI, the DOJ, t h e  DOD 2nd ihr DHS io sddrcss m u e s  raired by thore depanmens and agencies 
znd io iequcst h a t  the FCC condition the nansfer of conbol approvcd by the FCC on their 
ccmp!ir:r: .:.:th t h i s  Agieemenl; 

\ I IEREAS,  by Exrcutive Order 11661, the  President, pursuant 10 Section 721 of the 
Drfcnse Production Act, as amended, buthorized the Comminec on Foreign Lnvermenl in lhc 
L’nited States (“CFIUS”) to ieview, for x i i o n a l  secun’ty purposes, f o i c r p  acquisitions of US. 
companies; 

\ W E R E A S ,  GCL, K e w  G X  2nd ST Telemedia have subrmncd a \.olunlary notice to 
C R U S  repaiding ST Tclemcdia’s propored rnvesment in New GX. and GCL, Neu’ GX and ST 
Tclcmcdia hzvr cntered inio this / .peemen1 to resolve my national s e m t y  issues h a t  the Dol. 
ik,e F B I ,  the DOD and the DHS might raise, including in the CFIUS Ievieu, p~occss ,  and 

\41E):REAS, icprese~illihves of GCL, N e w  GX and ST Tclemedia have met with 
~ c ~ ; r ~ s c ~ ~ ~ a u v e s  of ihe FBI, the DOJ, the DOD and the DHS to discuss i s u e s  raised by those 
drpznrnents 2nd agencies. In these mceiings, GCL, New GX, and ST Tclemedia lepresentcd 
ilial. ( 6 )  hey have no prewnt plans, a d  are  nor aware of present plans of any other entity, that 
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would result in a Domestic Comunicat ions Company prosiding Domestic Communications 
tlu@u@ facilitjes located ou~.ide the Uruted Stqtes, cxcept as otherwise provided in Section 2.1 
of chis A~rccincnt,  @) ST Tclemcdta is an entity whose commercial operations arc wholly 
q a r ’ a l e  from the government of h c  Republic of Singapore and whose activities arc overseen b y  
independent i rgulatory aulhorities in Singapore, ( c )  no government has or will have, as a direct 
or inducct shaieholder of Wew G X ,  spccjal voting or veto rights concerning the actions ofNcw 
GX, and GCL and Ncw GX ar t  aware of no p l m  the result of which would c o n f c ~  spccial 
voting or veto nghts to any go’emment, and (d) exccpt as otherwise provided in Section 3.22, 
thcre are n o  piesent plzns, 2nd GCL and New GX are aware of no present plans of m y  othw 
cnrity, as a r~.culI of which GCL or ?Jew GX will pIovide, direct, control, supervise or manage 
Domestic Cc i r~~~un ica r ions  Cuough facilioes located ou!side the United Slates. 

WOW TI>EIUFORE, the Parties are entering into Lhis AgTeemeni l o  address national 

i 
:ecunty, law cnforccment and public safety issues. 

.~ 

ARTICLE I :  DEFINlTlON OF TERMS 

As usrd in his Agreement: 

1 I .  ‘Cal l  AF5ociated Dam” means any information related 10 a Domestic 
Co~rmunri:ation or relared io thc rcnder or recipient of that Domestic Communication and, 
to thc  cXlcni m a n ~ i n c d  by 6 Domertic Coinmunications Company in the normal cowse of  
bu:uiess, includes u,i~liout llmilaiion ruhscriher identification, callcd p “ y  number, calling 
pany number, sun ome, end time, ca l l  duration, f e s m  invocation end deactivation, feature 
intcracrion, irgi>.uaiion infomiarion, user  location, diverted to number, conference party 
n u m b a r ,  post cut-tluouph dial digi t  exrraction, imhand and out-of-band s ipa l ing ,  and party 
add, drop and hold 

1.2. “Tlar-sified Information” n i c m  any information that has been determined 
pursuant to Executive Oidei 12958, or m y  predccessor or succ~szor  order, a the Atomic 
EntrE)’ Act of 1954, or m y  sbtute that succecds or amcnds the Atomic Energy An,  10 
require piotection a g a r s 1  unauthorized disclosure. 

1 3  ‘‘C-l’ and ‘Ccntrolr” rncans the power, duect or indiiect, whether or not 
c>eic i~ed .  2nd whether 01 not excrc~sed or exercisable through the o w e n h i p  of a majoriIy 
or 2 dominant rninonty o i  the total outsl;lnding voting securities of an entity, or by proxy 
w m g ,  conuactual ananprments, or vher  means, to determine, direct, or decide matters 
affecting z n  rntity, in r,anitular, bur w~tJiout limitation, to determine, direct, cake, teach, or 
cause decisions regarding: 

(ij the sale, lease, rnongage, plcdge, or other vansfer of any or all ofthe principal 
a s e c  of the cntity, uhr ther  or not m the ordinary c o m e  of busmess; 

the dissolution of the entiry; 

the closing s n d o r  iclocarion of the production or research and dcvclopment 
facilities of the enuty; 

(ii) 

(III) 
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(IV) 

(v) 

b e  twinination 01 nonfulhlhent of connacis ofthe entity; 

the bmcndment of the anicles of incorporation or constituent apreemcnl of the 
rntity with i ~ p e c t  to ihc matters descnbed in subsectiom (i) Lhrough (iv) above; 
or 

(vi) Neu, GX’s 2nd GCL’s obligations under this Agreement. 

1 4  ‘Conirolled Unc1a:rified Information” means unclassified information, chc exporl 
of u h c h  is controlled by t h e  Inicmational Traffic in Arms Regulations (JTAR), 22 C.F.R. 
Chaplcrl, Subchapter M ,  or the Exporr Administration Regulations (EAR), 15 C.F.R. 
Chapier VU, Subchapter C. 

1.5 “De fucro” and “a’’ control have the meanings provided in 47 C.F.R. 5 
4-344. 

1 6  “W” means the U.S. Department of Homeland SeCUIV. 

1 7 .  “m” means the U S. Depanmcnt of Defense. 

1 8  “W’ means thc U.S Department of Justice. 

1 9. “Domr:ric C~nimiinicztions” means (i) Wire Communications or ElecnoNc 
Commvrucations (u,he&er stoied or not) %om one U.S. location to another U.S. location 
and ( 1 1 )  the U S .  portion of a Wlie Corrmunication or Electronic Communication (whether 
rioied 01 not) h a t  originates or tcrminates in the United States. 

1 1 0  “Domr5tic Comimnlrziion!: Company” means all those subsidiaries, divisions. 
dcliwunenu, branches. orher compontnls of New GX and any other endty over which Ncw 
GX h de fucro or de j u r e  control h a t  provide Domestic Communications. If  any 
rubsidiary, divirion, d t p z m n e n t  branch, other component of New GX or any other entity 
over which NKW GX has d e j u r i o  or de jure  connol provides Domestic Communications 
aher thc dale that a l l  the P a n i c  cxecute this hpeemeni ,  htil such enbry shall be deemed 
to be a Domcsuc Communications Company. lf  any Domestic Communications Company 
cnters into joint vcnnues under which a jolnt venture 01 another entity may ptovidc 
Domesbc Communications, and if a Domesuc Communications Company has the power or 
authoriry to exercise d e j o r i o  or de jure  control over such entity, then New GX will ensure 
thal  entity shall fully comply u,ih the terms of this Agreemenl The tern “Domestic 
Communications Company” shall not include acquisitions by New GX in the US. afkr the 
date this Apecment  is executed by a l l  panies only if the DOJ, FBI, DOD and DHS find lhat 
thc tcrms o i  h s  Apccment  are inadequate to address national security, law enforcemcnt or 
public srfety conccrns pie?c.ntcd by that acquisition and the necessary modifications to chis 
h p r c m r n t  cannot bc reached pur?uant to Section 8 10 below. Nothing in l h i s  definition 
rflaff r ~ r n i p t  any  Dorneac Coninurications Company from its oblipatjons under Secb’on 
5.3. 

1.1 1. “Dcmr:tic Comrnunicztions In f rm~uc tu re”  means (a) iransmission, :u*itchiDg, 
bndgine and i o ~ ~ i i n p  equiprnent (including software and upgrades) subject 10 connol by B 
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Domestlc Cornniurucations Cci~,pany and in use 10 pro\’ide, process, direct, control, 
rupemse or manage Dornesuc Cominunications, and @) facilities and cquipment in use by 
or on hehalf  of a Domestic Cnrrmunjcations Company that are physically located in h e ,  
United States, or (c) facilitier m use by or on hehalf of 8 Domestic Communkations 
Company to conool the rquipmcnt described in (a) and @) above. Domestic 
Ccmmunications lnfrbsirucnue does not include equipment or faciljlies used by service 
piovidc~? Ihzt  zre not Dom~st ic  Cammumcations Companies and h a t  are: 

0 intrrconnecring corrmunications pro\’iders; 01 

(U) providers oiaeniccs  or contenl h a t  are 

(A) acce::ible using the communicatiom services of Domcslic 
Cammunicaons Companjes, and 

zvailahlc m subr&ntially amilar form and on commcrclally reasonable 
I L ~ S  though co~j-mur.icaiionr services o fcompmes  other than Domestic 
Communicsiions Cornparues 

.- I 

(B) 

Domestic Communications Infisslructure does not lncludc equipment dedicated 10 L k  
tcrminalion o f  i n ~ e r n i l ~ i o n a l  u n d t n e a  cables, pro\.ided Lhat such equipment I S  utilized solely lo 
riiccruate the opciztion of undersea uznspon nelwork(s) outside of lhc Urutcd S m e s  and in 
no m a n n n o  c8:nools land-hbsed u w r p o n  neruork(s) 01 lhcu a:sociated ryslcms UI h e  United 
%ES. 

1 1 2  
Purchase Agreemcnt are con:ummaied. 

1.13 “Flrctronic Corr,mur,ication” h s  thc mearung givcn n UI 1 8  U S C 5 25 IO( 12). 

I 14. “Elcctionic Slin,ri!lance” nicans. (a) lhc inlcrccptl~n Of  U’IJC. O r a l .  0 1  electToNc 
cornmuruc.itions as defined in I6 U.S C. $$ 2510(4), (1) .  (2). and (12) ,  lesprcuvely, and 
clecuonjc sur\~eillance as defined in 50 U S . C .  6 l Z I O l ( T ) ;  @) acccss to sioied wire or 
rlecuonic coinmunications, a! icfened to in 18  U.S C 5 2701 rr seq , (c) acquirition of 
dialing, iouting, addrersing 01 signaling information Lhroufh pen icfistei 01 Q2p znd DdCe 
devices 01 oher  devices 01 fcatwes capable ofacqumng such ~ n f o m e u o n  p m u z n t  Io ISW as 
defined in 18 U S.C.  5 3121 e i j e q  and 50 U.S.C. 6 IS41 rrseq , (d) acquisition oflocation 
rclatcd iniormation concerning z service :ubscnbeI or faciliry.; (e) piesenration of any of the 
above information pwiuant to 18 U.S.C. 2703(T), and (0 access to, or requisition 01 
inieicrpuon of, or piertwauon of communicatiom or information as described m (a) 
Ihrough (e>i above and compzrhble State laws. 

1.15. 

1 16. 
means noa U.S. 

1.17 

“Effrctive Date” mLam the date on which thc c m s a c t i o ~  contemplated by the 

‘7a”rncans the Federal Bwcau of ln~es i ipauon.  

‘?-” u,here used m t h ~ s  Apccmenf  whelher capi f~ l ized  or Icwer case, 

“a” means Global Crosrmg Lrd , 6 Bermuda corporation 
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1 18. "Gownmental P.ulhority" or "Govementa l  Authorities" means any 
poVmJmIf  or any povemmenlal, 6dminismtivc, or K g u I a l O ~  entity, authority, 
cammission, hoard, agency, in:numcn~Aity, bureau, or political mbdi~is ion ,  and any coun, 
mhunal, judicial, OJ arbitral body. 

I 1 9  

1 2 0 .  "Lauhl  U.S Piocess" means lawful U.S. Federal, state, or local Elccnonic 
Surveillance or other coun ordcrs, piocesses, or authorizations issued under US. Fcdcrak 
r ta tc ,  01 local Isw for phyrical scarch or seizure, production, of mgib le  things, or BCVJS to 
OJ dirclosure of Domertic Communications or Call Associated Data, including 
Trmacbona l  Data or Subscnber lnfomauon.  

1.2 I .  "Nclwork hlanapemeni Infomalion" means network rnanagemenl Operations 

Ijnkages (foi semicc off load 01 admlrusiraiive activities) to other domestic and inicmational 
tamers ,  lSP5 and other cntical infrastruciures; descnptions of Lp networks and operations 
processes and piocedures for manaycment conuol ad relation to Lhc backbone 
infizstrucIuie(s) including other service prowden;  description of any uniqueipiopriclary 
control mcchanisms as ujell as oprmtmg and admmjsmtivc sohare ;  and network 
performance information 

1 2 2  
subridianes and af'filiaies. 

I 23. 

I 2 4  

1.25 

I 26. 
noi in \dve  a subriantial change i i i  ownership 01 control as pronded by h e  FCC's Rules. 

1.27. 

'Inrercept" or 'Interceprcd" has the meaning defined in 18 U.S.C. 5 2510(4). 

- - p l a n s ; - - p i o e ~ ~ s - s n d - p l o t e d u r e ~ ~ ~ ~ l a ~ e r n ~ ~ o r ~ e ~ ~ g ~ n ~ ~ - ~ ~ - ~ ~  

"New GX" m t m  GC Acquisition Lirmied, a Bcrmuda corporation, and its 

"NCU~ GX' Board" mezm h e  board of directors of New GX 

'U,PM" means i h t  Office of Personnel Management o f h  U S. Government. 

'7'- and 'P-" have the m e m g s  p e n  them in h e  Preamble. 

'Fro (orma zrsipnmenl'" or p r o  formo transfers of connor '  are vansfen that do 

';Piiichare A p w m e n t "  has the meaning given m the Recitals. 

1.28. "Srrurilv Conimittee" means a comnunee of h e  New GX Board the mandate 
of uhich is to ovcrsec recunty mallcrs and implcmentation of this Agreement within 
New GX. 

1.29 

1.30. 

1.31. "Senrilive I n r o r n ~ n "  mrans informxion that is no1 Clas~ified Information 
i r f a a m g  (2)the persons or h c i l i l ~ e s  Llial are the subjecls of Lan,Ful U S .  Process, @)the 
identity of the go \ ' c rnmnt  zprncy or agencies serving such Lauful U.S. Proccss, (c) Ihc 
locnrion 01 identity of the line, ciicuit, uansmission path, or orher facilities or equipment 

"rrunry Dirrrtor" hu the mearung given 1~ Section 3.15. 

' 5 r c u n v  Officei" has the meaning gwcn in Scctlons 3.10 and 3.13. 
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ured  to conducr Elecuonic Xun~eillance pursuant to h u h 1  US. Process, (d)the means of 
c q i n g  out Elechonic ~ u n ~ t i l l a n c e  pursuant to L a h l  U.S. Process, (e) the type(s) of 
S L T Y I C ~ ,  lclephone numberis), rccords, communications, or facilities subjected 10 Law 
U S. Process, (r) mformmon drcmed to be Sensitive Information pursuant 10 Executive 
Older, dccision 01 pidclines, and e)  other informetion that is not Classified Momation 
drrlgnzled in writing by an  autliorizcd official of a Federal, su t e  01 local law enforcement 
zpency or a U.S. in~elligence ilgcncy as "Sensitive Information." Domestic 
C o m u n i c a l ~ o n s  Compenics may d i rpu~e  pursuant IO h c l c  4 whether information is 
Srnsiuve Information under h i s  subparagraph Such information shall be m a t e d  as 
Srnsihve Information u n l c s s  and until the dispute is resolved in the Domestic 
Communications Cornpames' favor. 

1 32. 'ST Telemedia" has the m e u i n g  given in Ihc  Preamble. 

- 1 3 3 7 ' .  S n t 7 c n b P r f r ; f , , r n : ~ i u n " - n ; p a m l n f o ~ ~ ~ ~ ~ e r s  or 
curtoniers of Domestic Communications Compenies of the Q'pe referred to and 
accebiible rubject to pioctdures  specified in 18 U.S.C. 5 2703(C) 01 (d) 01 18 U.S.C. 5 
2709 Such infom,ation shall iilso be considered Subscnber lnformalion when it is sought 
pursuant ID the provisions of other Lauful US. Process. 

1.34. '"Transacllonal Dnu" means: 

(i) "call idcntif?mg infominiion," as dcfined in 47 U.S C. 5 1001(2), including 
w:thou: lmiljiion die iclcphonc number or similar idcnti%ing dcsignator 
asroclaled uwh a Domcsuc Communication; 

a n )  ir.1ormaiion porresred by a Domestic Communications Company relating 
:pctifically I D  the i d e n t i c  2nd physical address of a cuslomer or subscriber, or 
account pryer. or the  cnd-user of such customer or subscriber, or account payer, 
or arsociatrd with r u c h  p c p o n  rclatlnp to all  telephonc numben, domain names, 
W addrcrres, Uniform Rcsowv Locators ("m). other identifying 
designators, gpes of S C ~ I C C ~ ,  Icnph of senicc, fees, usage including billing 
iccords and connection logs, and the physical location of equipment, if known 
m d  if dlflcient horn h c  location uiformation proxided under (iv) below; 

h e  time, date,  1i2e or \,oli:me o i  data tr,nrfers, duration, domain names, MAC 
01 1P addrcses (inrludinp source and destination), W S ,  pon numbers, packet 
sizes, proiocols or x m i c c s ,  special purpose flags. 01 orher header infomation or 
iden t i f )%q  designators or cliz~acteristics associated ~ i t h  my Domestic 
C o m m u ~ c a t i o n ,  and 

as to any mode of ~nn:mission (including mobile uansmizsions). and to the 
cxicnt pemittrd by U.S laws, any information indichmg as closely as possible 
h e  physical location to or fiom which a Domedic Commm'cation is 
uansmined. 

(11) 

Cui) 

(iv) 
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T h e  term includes all rccotdr or other infomiation of the type referred to and acccssiblc 
rubject to ptoccdures spccified in l P  U.S.C. 5 2703(c)(l) and (d), but does not include the 
content o i w y  communication. 

1.3s “United Pates,” ‘I&” or ‘us.” means the United States o i  America including 
all of I &  Sutes, dismc@, ierntoner, possessions, commonwealths, and the special maritimc 
and ttrntorial jurisdiction of the United States. 

1.36 

1 31 Other capitalized terms used in chis Agrecmcnt 
and JIOI dcfued m h i s  Anicle :hall have the mehnings zssiped them elsewhetr in this 
.4prcrnent The definiuons in this Apcernent are applicable to the singular as well as the 
plural forms of such t c m  and to the mascullne as well 8s to the feminine and neuter 

~ - ~ n d e ~ - 6 ~ u c h ~ e ~ ~ ~ ~ e n e \ , e r ~ e ~ ~ o i d s ” l n d u d e ~ r l n d ~ ~ n c l u d ~ - u s c d i n - -  
Lh1s Apecmcnl, thcy shall be dcemcd to be foDowed by the words “without limitation.” 

ARTICLE 2: FACILITIES, I?JTORJMATIOK STORAGE Ah’D ACCESS 

‘U’iie Communication” has the meaning given it in 18 U.S C. 5 251qI). 

Other Dcfimhonal Pro\iqions. 

2 1  Dorneyiic Corrmunicetions Infrarrmcwe. Except to the extent and under 
condil lon. concuncd in by h e  FBI. DOJ, DOD, and DHS m unane: 

(i) all Domestic Coiiul~urucations ln f r a swcme  hat is ouncd, operated or 
conoollcd by a Domesuc Cornmumcations Company shall a1 all times be 
locaied m h e  United Slatcs znd will he directed, conoolled, supervised and 
rnansged by a Domcstic Cornmuntcaiom Company, and 

al l  Dornerlic Cornrr,urucaticns h a t  are carried by 01 Lhlcugh m whole OJ in part, 
h e  Dome:!x Communicaiions Infrasbucnue shall pass through a facility under 
h e  conuol of a Dcnieslic Communicallons Cornpmny and physically located in 
the Llntted Slates, h o m  which ElecmoNc Suncillancc can bc conducted 
punuant to Lauful U.S. Process. n e  Dornc$tic Coxz!--i:ations Company 
wlll provide ierhnical OJ other asr is lana to facil~late such Electronic 
Sun,eillance. 

i o t c i p  conncctions to the domertic Global Ctossing network shall ir on a 
pateu’ay b2sk u:ing induslry be:! pncuces (1 e ,  both ~ t p a l m g  and oaffic shall 
be moniiored for unauthonzed access, network inuuions and other malicious 
activtry). Such praciicer u,~Il be jointly d c t c m c d  by New GX and the FBI, 
DOJ, D O D  a d  DHS. 

( i t )  

(ut) 

2.2 Corr,~liance with l;\\~fUl U S. PJ~GCSS Dornesuc Communications Companies 
rllall ukr all practicable rieps to confipwe their Domestic Corrununications lnfrastrucnue to 
be c~phble ofcomplyinp, and Dornemc Cormw’ca i ions  Company employees in the United 
Stales will havc unccnsnzined auhonty to comply, in an cffectivc, efficient, a d  w’mpeded 
fzshon, with: 

(i) Lawful U S  Process; 
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(ii) the oiders of he Pie:ident in the exercise ofhkhcr  authority under 0 706 ofchc 
Communications ACI of 1934, as :mended, 47 U.S.C. Q 606, and under 5 302(e) 
of the Aviation Act of 1956, 49 U.S.C $ 40107@) and Executive Order 11161 
(as amended by Exeruuve Order 11382), and 

Vztional Secuny and Emripency Preparedness rules, iegulauons and o r d m  
is:ued pursuant to the Coinn~unications Acr of 1934, as m e n d e d ,  47 U.S.C. 8 
151 erseq. 

( i i i )  

2.3 hiormalion Storape 2nd Access. Domestic Communications Companies shall 
store cxclusivcly in the L'nited States the following: 

(i) siored Domcruc Communications, if such communications ax stored by or on 
behalf of a Domestic Communications Company for m y  reason; 

(ii) any Wire Communications 01 Electronic Communications (including any othcr 
type of u'ue, voicc 01 L I C C U O N C  communication not covered by the defillitions 
of Wire Corranurucation 01 Electronic Communication) received by, intendcd to 
bc received by, or rtorcd in the account 01 a customer or subscriba of a 
Domestic Corr,mur,Jcations Ccmpany, if such communications are stored by or 
on behalf of a Dorncrtic Commmcations Company for any reason; 

(iii) Transactional Dau  a d  Call Associated Data relating to Domestic 
Communications, I f  such data are stored by or on behalf of a Domestic 
Commurucations Company foi any reason; 

Subscribcr lnformai~on, i i  such iniormation is stored b y  or on bchalf of B 

Domestr Cwnmunicat~ons Company for any reason, concerning customen who 
are U S -domiciled, rustomen who hold themselves out as being U S . -  
domiciled, 2nd customcn who make a Domcsnc Communication; 

billing records of cuFtomers who are U.S.-domicilcd. customers who hold 
ihemselver out as being U S -domiciled, and customen who make a Domestic 
Communicition, for so long as such records a r e  kept and a t  8 minimum for as 
long as such i c co ids  are irquired to be k e p t  pursumf to applicable US. law or 
h s  A p e m c n t ,  and 

(rv) 

(v) 

(vi) Network Management Information. 

2.4. Ril l inp Records. Domestic Communications Companies shall store for a t  least 18 
months el l  billing rcrords derrrjbed in Section 2.3(v) abovc Nothing in this parapaph shall 
J C Q I I ~ I T  a Dcmeshc Communications Company to store such records for longer lhan 18 
months. 

2.5. Sioraee Purruznt I O  1 8  U S C .  F 2703(0. Upon a request made pursuant to 18 
US C. 5 2703(1) by a G o ~ ~ m i c n t a l  Authority in thc United Swtcs IO preserve any 
~ ~ f o m a t i o n  in h e  porscsion, custody, or conrol of Domestic Communications C o n p a i e s  
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‘that is rnumersted in Section 2 3 zbove, Domcsuc Communications Companies shall store 
such information in the United States. 

2 6. Compliance with U S Law. No t ing  in this Agreement shall excuse a Domcstic 
Corrmurucations Company fiorn any obligation 11 may have to comply with U.S. legal 
requiirmcnls for thc Ictcntion, preservation, or production of such information or dau. 
Similarly, m any action to cnforce Lawful U.S Process, Domestic Commurucation 
Compmks have not w i v e d  any  legal righc they might have to resisl such process. 

2.7. Rouune of Domesiic Commururations. Except for routing of mfic (i)  to U.S. 
:tales, tcrnlones and possession$ cus ide  h e  Continental Unitcd Statcs, (ii) to avoid network 
disrupliom, (iii) consistent with least-cost routing practices that a r e  implemented pur~uant to 
policies m i e w e d  and appioved by the third-party auditor selected pursuant to Section 5.8 of 
h s  Apeemenl,  and (iv) as othemise may be agreed by the DO], the FBI, DOD and the 

7sR5, JX%?3FTommuiilcaiiEKCornpanies s h 3 l  not toule Uomestic Lommurucabons 
outside the United Smtes. 

2 8  In t~rconnect~on Ananpcrncnts ~81th  ST Trlernedia znd  Subridiarics. 
Inteicomection arrangernrnc bewecn Domestic Communications C o m p m e s ,  on thc one 
hmd,  and  ST Telcmcdia 2nd i s  subsidiaries, on the other hand, shall be on an m s ’  length 
hasis. 

2 9. Dornesuc Com,unicauons  Compmcs  shall comply, \vi& lezpect to 
Dorncstic Conmunications, axh  all arplicable FCC rulcr- and iep la t ions  fovcrmng access 
to  2nd sioiage 01 Cuaomei P i o p n c ~ u y  Network Information (“CPNl”). as dcfmed m 47 

__ CPh’l 

u.s c. 4 222131)(3). 

2 10. Storape o i  Prptecicd lnfonnaiion The r-ioiagc of CI;ssified, Conb-ollcd 
Uncl~rsified,  and Sensitive Inlomation by a Dorncstic Cunrnurucaliom Company or iu 
contrx1oJs at any location outride of the United Statcs I S  piuhubited. urJess the storage is at 
a U S .  military iac~liry,  a U S  Embassy or Consula~e  01 olhcr locziion occupied by a U.S. 
govcmncni o i g a ~ a t i o n .  

2.1 I .  
Agitement, New GX u~ll piovidc 10 the FBI, DOJ, DHS and DOD a compiehcnsive 
descrjplion of lhc  NCW GX domcsuc t c l e c o r m n u n ~ c a ~ o r ~  nework  to mclude location of 
servers, iouters, switches, opeiaiional systems software, and network secur i t y  appliances 
a n d  sofwarc.  

h’crwork Topcfranhy. No later that 30 days aflcr the  Efirctivc Date of this 

ARTICLE 3: SECURlTY 

3.1 h leawres  to Pirvenl Improper Use or Access Domeshc Corrvnunjcations 
Ccv~ipanies shal l  take all reasonablc measures 10 prcvenl the Uc of or access 10 the 
Domestic Communications Infiz&~cnrre to conduct Electronic Sur\eillance, 01 to obtain or 
dirclose Domesnc Corrmunic;ltions, Classified Information, Sensitive Information, or 
Controlled L‘nclsss~fied Informttion, m violanon of any U.S. Fcderal, sate, or local laws or 
the I t r m s  of this A&rrcmcnl. Thesc rncasurcs shall include creating and complying uith 
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dctailed techmcal, organiztional, opcn~ional ,  and penomel  controls, policies and w h e n  
prorcdutes, i ~ c c s s a r y  ~mplernentztion plam. and physical security measures. 

3.2 
GX shall bdopt and implrment a visitation policy foor Domcsdc Communications 
Companies, for all visits to Domestic Communications lnfrasmicnue. New GX will consult 
with DOJ, DHS and DOD on the design and ~mplcmenlalion of 
V I S ~ I ~ I ~ O I I  policy shall difltereiiriate helween categories of visib based on the sensitivity of 
the information, equipment and personnel to which the visitors will have zccess The 
visita~ion policy shall requuc that. 

\’1:1131ion Policy. No  l a w  than nlnety (90) days afier the Effective Date, New ’ 

vis~mlion policy. The 

(he Secmty  Officer shall icview and approve or diszpprove requests for visits 
to Domestic Commu~u’ciuons lrhesbucture (providcd that, with rczpect to 
c a m e r  holds  and other shared faciliues, this policy will apply solely 0 the 

orgaruzations znd  tntltles,. The Secunty Officer shall approve or deny visit 
i e q u e s s  on t h e  basis or die” compliancc uith the \,isitation policy; the Security 
Oficer may sprcfic;rlly deny any visit rcquest on secunty 01 related pounds, 
which pounds will be dercn‘bed more fully in t h e  visimtion poky. 

a written ]<quest for bpproval of a visit mug be submjned to the Security 
Officer no less ban se1,t.n (7) days prior to the datc of thc proposed visit. If a 
wrinen irqucst cznnot be provlded within scven (7) days of the proposed visit 
hcczuse of an unfoiescen exlgcncy. t h e  request may be communicated via 
lelrphone 10 h e  Sccunty Omcer and immediawly confmned in writing; 
licwc\~er, the S e c u n r y  Officer may refuse to accept any iequest submined less 
i h a n  scven (7)  days prior to the date of such proposed \<sit if the Security 
OAicer d n t r m m e s  dial dirre 1s lnsuffcienl rime 1 0  consider the request. 

the cxaci puqiore :,mj ~ u s t ~ f i c a u o n  for h e  \isit m u 1  be set forih in detail 
rufficient 10 efisble h e  Securjty Officer to make an informed decision 
csx~r.i;,; the appropriateness of the p~oposed Visit, and the Securjty Officer 
may icfuse to actcpt any ~ c q u e s t  that he or she believes lacks sufficient 
infomztion. Each pioposed \ ‘~ . r i t  and each indi\idual visitor mus1 be justified 
and a separzte apploval request m u 1  be subrmmd for cach visit. 

the Security Officei evaluate the request as soon as practicablc afwr receiving it. 
The Secun? Officer may appiove or disapprove the request pending submittal 
of bddilional information by the rcqueswr. When practicable, the SecUn’ry 
Officer’s decision shall be com,unica ted  to h e  requester by any means at least 
one ( I )  day pnor to Ihe datc of h e  proposed visit, and, in dl cases, thc dccision 
:hall be confrmcd in writing as prompdy 2s possible. 

a record of 211 such vis11 tequests, including the decision to zpprove or 
dizappIOVe,  and information iefardinp consummated visils, such as dale and 
place, as well a: h e  nbmes, huslness affiliation and dates o fb inh  of the visitors, 
2nd New GX personnel mvolved, be maintained by h e  Secunty Officcr. In 

- 7 ” ” l m ~ r f a r i l j . ~ l n o l l ~ ~ ~  
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nddiiion, a cliionolo~ical fi le of all documentation associated with such visits, 
lopether wlth iecoids of ~ppravals and disapprovals, shall be maintained for two 
(2) !cars by 111e Secunry Officer for provision at the request of the  third party 
zuditor idcni:ficd pursuant to Section 5.8 below, or of the DOJ, FBI, DOD or 
DHS . 

\~isiiors be esconed at all  limes by an employee, and within conditions, 
including appropnare resmctions on access, set forih by h e  Security Officer 
that are commcnxrate wilh Ibc place and purpose of the visit. 

(vi) 

Thc panies may a g x e  m the v i k t i o n  policy that certain v is ia  of a routine and 
non>cn:i~ive n a m e  aie exempt horn one or more o i t h e  requircmenls abovc. 

3 ~ ~ e ~ i d s ~ ~ ~ m m u n i c s 1 i o n r ~ ~ i t h ~ . l o ~ U - ; S S  € i ~ ~ ~ l s a n ~ W o r r ~ - S ~ ~ R ' t i ~ s ~ c ~ - . - - .  
GX shall rnanizm a full end complete record of every electronic or wntten communjcation 
by the New GX directors, officers, employees and agents, wilh ST Telemedia direclors, 
oilicerr, rmplo!.ees and agents (~ncludmg t h e  names, business affiliations, and substancc of 
the conunurucaiions) that a e  ielaled to inleiconnection agreements. Secunty Procedures and 
Policy, as wcll as mzjor tquipnicnt purchzses outlined in section 3.18, and Joint Venture 
p io \ ' i~ iom ouilined in seciion 5.3, iclating to DomestIc Communications Companies. Thesc 
recoids shall bc mainlairicd for a penod of five ( 5 )  years by the Security Officer for 
pro\,ision a t  the request o f &  third parry zuditor identified pursuant to Section 5.8 below, or 
of the  DOD, DOJ. F B I  or DHS. 

3 4  P.cces.' bv Foieim Government Authorily Domestic Communications 
Crnipaiies \ha l l  not, directly OJ indiiectly, disclose 01 permit disclosure of, or provide 
:jccesr to Dornr:hc Communic;tions, Call Associated Data, Tnnsactional Dab, or 
Subsenher lnfom~otion rlorrd by Domestic Communications Cornparues to any person if 
h e  purpose of Filch zccess is IO lezpond I O  h e  legal process or the rcquesl of or on bchalfof 
a l o i e i p  gowmment, ~dentified ~ c p i e s e n ~ u v c ,  component or subdivision thereof  ut 
the express wntlen conzmt of the DOJ or h e  authorization of a c o w  of competenl 
jun5diction in IIIC Unilcd Sla tes .  Any such iequcsrs or subnusrion of legal process 
described ~n h s  Section 3 4 o i  thir Agreement shall be rcpomd to the DOJ us soon as 
prsziblc and r~ no event late1 than five ( 5 )  business dsys aAer such request or legal proccss 
is irceived by snd )3ioum to the Secunty O f k c r .  Domestic Communicalicm Cornpanics 
rhall !&e reasonzble me;izuie5 to ensure that the Security Officer will promplly lcam ofaU 
such rrqursu OT submission of legal piocess described in h s  Section 3.4 of this Agrecmcnt 

3.5. D i ~ l o s u r e  to Forelen Govfmmcnf Authorities. Domestic Communications 
CorKparies rhsll  not, directly or induec~ly, disclose 01 permit disclosure of, or providc 
xcess  to: 

(I) Classified, Sensitive, or Conoolled Unclassified Informatioq 01 
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(11) Subscriber Infommon, T~nsac t iona l  Data or Call Associated Data, including a 
cop)' of a)' Wire Conmmurucetions or Elecnonic Communication, intercepted or 
acqulred pursumt to Lauful U.S. Process 

10 m y  i o r c i p l  go\'cnmicn< idtntifird irpierentauve, componcnl or subdivision thereof 
without !stisfying all  appl ic~ble  U S Fedrral, state and local legal requirements perlinen1 
Lhueio, and ohieimng Ihc cxpress umflen consent ofthe DOJ or the auhon'zation ofa court 
of coniprtenl junsdlcrion in h e  Unitcd Slates. Any r equem or any legal process s u b m i n d  
by a forcign government, an idrntified rcpresenmlive, a component or subdivision thereof 
to Domestlc CcmmuNcztions Cornphnies for the  communications, data or information 
id<iitificd in this Sccrion 3.5 of h s  Apccment  that is maintained by Domestic 
Comrunications Con;pZnies rhall  be r r i t ned  to the DO3 as soon as possible and in no 
evcnt I a i r i  b a n  fivc ( 5 )  b u r j n c s  days afier ruch request or legal process is received by and 
b i o u n  io the Securiry Oficcr unlers h e  disclosure ofthe request OJ legal proccss would bc 

'ndrdJmtrd-SmlrE. 
Doniertic Cormxunicauons Cenipanics shall take reasonable measures 10 ensure that the 
Srcwiry Officer will promptly ]cam of all  such requests or submission of legal ~ J O C C S S  
described in h i s  Secuon 2.5. 

in Y i ~ l 5 n r r a i 3 - a f  x r m u r ~ n i n p n o i r ~ o n s d ~  ' 

3 6. Polif icaiion 01 Acces or Di5clocure RequeFts from Foreim N o n G o v e m m t n d  
Eniities U' ihin r u n e 5  (90) days 01 ieceipt, Domeslic Communications (ampanics shall 
iionfy DOJ in un t ing  of Iepd process or requests by forcign nongo \ ' emcn la l  entities 10 
Domestic Coniniunicztions Companies for acccss to or disclosurc olDomcstic 
ComnJunlr,a!ionr unless the disclosure of the lcgal process or request u'ould he JII violalion 
of 311 urdri of a coun o fccmpe~n t jun rd icdon  umilhx the Uruted SIaleS. 

3.7 Crrunrv of L t u l i ~ l  I! S procrss Domestic Cornmumcations Companies shall 
p i o i e c i  the c o n f i d c i i ~ r ~ l i g  a n d  > e c u n r y  o i  all Lawful U.S. Process nerved upon them and the 
confidentiality and secunry of Clasrificd, Fensitivc, and Conuolled Unclassified 
lnformation u1 sccoidancr u ~ h  U.S Federz l  2nd state law or rep la l ion  and lhk Apeement. 
Ir,fum,ation C O J I C U T L ~ I I ~  L;wful U S Plocess, Classified Information, Scnsitive Information. 
or ConDolled Unclzrsified I n l o m a ~ i o n  shall he undcr the custody and conool of l h C  

Secunty Officer. 

3 6 .  Points of Contact W i b n  iouneen (14) days 2fier h e  Effenivr Date, Domcsuc 
Conirnunrcaiions Compiriles shall dezignate in unting to the FBI, DO], DOD and DHS at 
I C E S I  h e e  nominees alresdy holding U S recunty clearsrces, 01 who are clipible to receive 
Fuch c1ear;mces and u,hosc a ~ p l i c ~ t i o n s  for w c h  c lca~ances  have been submined IO DOD, 10 

serve as a primary and rwo r e c c n d q  points of contact uithjn the United Starcs with the 
aullionty 2nd rerponribiliry for acccpung 2nd ovcrseehg the carryin& out Of Lawful U.S. 
Process. The points 01 contact rhall he assigned to Domestic Communications Companies' 
office(s) ui the United Swcr,  ha l l  be aveilable twentyfour (24) hours per day, seven (7) 
days pcr week s n d  :hall bc icrponsible Tor accrpting sewice and mainuining h c  security of 
CI-rsified, Sensitive, and Controlled L~nclzssified Informztion and my Lawful U.S. Process 
IJI accordance with h e  icquiicments of U.S. law and this A p e m e n t  Promptly a f k r  
dc!ipi~rinp such poinu of ccmtact, Domestic C o m u r i c z t i o m  Companies shall notify Ihc 
I-BI, DOJ, DOD and D I E  u1 unting of the poinu of contact, 2nd t h ~ ~ r ~ . f i e r  shall promptly 



notlfy the FBI, DOJ, DOD and DHS of any change in such designation. The points of 
contact s h d l  be r c i d c n r  US. citizens who hold U.S. security clearances (which may include 
intrnm secuny  clrhrancer), a s  outlined in Executive Order 12968, and shall servc as points 
of contact for new Domestic Coinmunications Companies unless and until the FBI, DOJ, 
DOD and DHS are iiotifred of any change in designation Domestic Communications 
Cornpanier shall cooperate wilh any request by a Government Authority within the United 
Slates h a t  a b idground  check. andlor security clearancc process be cornplctcd for a 
designated point of conlact. 

3 9  Information Cecunry Plan Domestic Communications Companies shall dcvelop, 
documtnt, unplcment, and maintain an information secur i ty  plan to: 

, 

( i j  mainlain appropnatcly secure facilities (q, offices) within the United Statu  for 
the handling and storage of any Classified, Sensitive or Conaolled Unclassifid 

_. .. __-. ,nformari~ 

(ti)  take zppiopnzte inc>swes to prevent unauthorized access 10 data or racilicics 
ha might conlain Classified, Sensitive, or Conholled Unclassified Information; 

n s , i p  U S C I I I L C ~ :  i o  positions for which screening is contemplated pmuant 10 
Sccoon 3.12; 

upon icqucst from h e  DOJ, FBI, DOD or DHS, provide the name, social 
r e r u n 3  nuinber and date o€ binh  of each person who i e ~ u l a r l y  handles or deals 
with Scn5inve Information; 

i e q u i r c  that pcnoimtl hcndling Classified Lnformation shall have been @anted 
;,ppiopnetr s r cun ty  cleaiancer pursuant to Executive Order 12968; 

piovidc h a t  the points of contact descnbed in Section 3.8 of this Apeement 
rhall have sufficicnr authority over any of Domcstic Communications 
Coinpamer’ em;lloyrrs v.,5? m:y handle Classified, Sersinvc, 01 ConhoUcd 
Unclawfied Infomztion to maintain the confidentiality and secun’ty of such 
informauon in xcordmnre with applicable U.S. legal authority and thc t e r n  of 
h s  Apeement; 

cIiEure that the disclo~ure of or access to Classified, Sensitive, or Conoollcd 
Unclestifred Inlormztion is limited 10 those who have the appropriate securily 
rlearanccs and authonty; 

crublish a formal incident response capability whh reference to OMB Circular 
A-130 end NIST Special Publicauons EOO-3, 800-18 and 800-47; and 

(UJ) 

(iv) 

(v) 

(vi) 

(\mil) 

(viu) 

(a) idrntify Ihc Qpes of po:jlions ha1 requ& screening pmuanl 10 Seclion 3.12, 
h e  irqulred ngor o€ w c h  screening by ’)?e of posimn, and the criteria by 
which Domcstic Communications Companies will accept or i e j ea  rcreeocd 
penons (“Screcncd Personnel"). 
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3.10. Stcunty  Officer RcrpcnriCili~ie:  aid Duties. The Head of Global Security of 
NCH. G X ,  OJ a dez ipee  in a diiect  rcponing iclationship with the Head of Global Security, 
:hall :ewe as the Securiry Officer with the primary responsibility for ensuring compl~mcc  
with the D~rncstic Conmiunicsiions Cornpames' obligations under Ankle 3 and Seclioris 
5 2 ,  5 .5 ,  5 6, 5.7, 5.1 1, and 5 12 a f t h s  Agreement, and shall have the qualifications sel fonh 
in Scciion 3.13. N'ithm thirty (30) days after the Effective Date, New GX shall notify hc 
DOJ, FBI, W D  and DHS of the idcnoty ofthe Security Officer. 

3 1 1, In carrying oul thc responsibilities sel forib h 
Section 13 IO ,  the Sccwi~y  Officer shall not directly or indiKctly dirclose information 
ronccmirig Lawful U S .  J'ioccss, Cbssified Informahon, Sensitive h fomat ion ,  or 
Connolled Unclbzsified lnfoima~ran to any third party or 10 any o f i c ~ r ,  d k c t o r ,  
.ha~rholdcr, cniployee, zgcni, oi [muactor of New GX or any Domestic Communications 

Icspect IC' Lhe Securiv Officei, C A C K P I  I O  a Secunty Djrcclor (i) COIISiStenl with the Security 
Officer's OJ the Secur i ty  Corrminee'r dunes or (ii) to the cxlent required to comply with 
0"s P.picrnent, unless disclo~uic ha: becn approvcd by prior wnnen consent obtained from 
die FBI, IIOJ, DOD OJ DHS or there is an offcial need for disclosure of the  information in 
aider io fulfill an olligmon consi:tent uith h e  purposc for urhich the information is 
collrclcd OJ maintamed. 

DiSclo5ure of Pioiecied Dzta 

Company, including diose who scrve m a rupemisory, managerial or officer role wirh _- .- 

3 12 Screenine of Prr:i.nnel Each Domcstic C o m u n i c a i i o n s  Company shall 
;Inp]Cm<nt a Oioiough sciecning piocess th~ough  a repucable tlurd-party I O  ensure h l  all 
penaimel whosr porriion involves access to h e  Domestic Communicctions lnfrastrucrurc 
that cnables ihosc pcrionr IO rnoritor the conten1 of W i r e  or Electronic Communications 
( ~ n r l u d r n p  m c l c c ~ o n i c  rtoi; ,~c) or 10 h a w  access to Transactional Data, Call Associated 
Dam or Subscriber lniorniziion, pcnons who have access to Senritive Information. and 
~ ~ c u n t y  pcr.~onncl mecl pcrronnel zcierriing JequircmenB aFeed  10 by New GX, DOJ, Ihc 
FBI, DOD and DHS The :cicer~ng process undemkcn purmanl v1 l h i s  Section shall 
follcu~ b c  p i d a n c e  to U S pove.mment agcncies for screening cr\,ilian Fedcral cmployees 
In Executive Oidcr 10450, 2nd dlzll specifically include a backpound and financial 
mvesiipation, an zdditional c ~ $ n m a ]  rccord check, and a rcvicu' of at leas1 h e r  IefeJenCCS. 
Scu.ly hired ~ K I F U I I I K ~  u4l a i m  be iequired io s q y  a nortdiscloswe apcement approved in 
jdvancc b y  DOJ, FBI, DOD and DHS. 

(i)  Ncw GX shall  consul^ wib DOJ, the FBI, DOD and DHS on the screening 
piocedures uulized by the icpulabk third pa17y and sha l l  proVidc lo DOJ, FBI, 
DOD and DHS a Iin ofthe porlcions subject IO ween ing .  New GX shall utilize 
h e  cntena  rdcntified purzuant I O  Section 3.9 (ix) 10 screen pcrsomel, shall 
l cpon  h e  l e d &  of such screening on a r c p l a r  basis 10 the Security 
Comrmnce, m d  shall, upon request, provide u) the invcsli€ations services of 
Lhe DOJ, the FBI, DOD a d  DHS or, in the a l t c m b v c ,  10 the hvestipations 
scmice of OPM, 211 the informztion i l  c o l l e c ~  in III screening process of each 
candidate. Czndidatcs for these positions shall be informed h a t  the information 
collected dunng the sc r r rnmg process may be provided IO the US. povemmenL 
2nd the czndidaies  :lAl conwnt to the rhanng  ofthis information with the U.S. 
povemment. 
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(ii) If lhe DOJ, the FB1, DOD or DHS so desires, it may on its own, 01 th~ough 
OPM's investigat~onr ren ice ,  conduct M e r  background checks for Scrccned 
Personnel. New GX nsill cooperate nith b y  U.S. government agency 
undcnahng any such funhei background checks. 

Individuals umho are rcjectcd by h e  DOJ, h e  FBI, DOD or DHS for the 
ccrecning iequirements agreed to pursuant to hs Section 3.12 of this 
Apeemen1 will no! be hired or, if they have b e p n  their c m p l o y m e n ~  will be 
immedmtely iemoved from heL positions or otherwise have their dutics 
immediately modified so that they are no longer performing a function that 
m,ould iequire  screening under h i s  Section. New GX will notify h e  DOJ. the 
FBI. DOD and DHS of the transfer, dcparmrc, or job modification of my 
Individual rejected as a result of &e screenmg conducted pursuant (0 lh is  
Section 3.12 of hs P.preement w i h n  seven (7) days of such transfer or 

and U-UI ulc name, 
date of binh and  social security number of w c h  mdividual. 

New GX shall provide uainjng programs to insrmct Screened Personnel as (0 

Lheu ohligations under h e  Agreement and thc mzinienancc~ of their 
trdstworhinesr dctemiination or requiremcno otherwise r p e e d .  New GX shall 
nicmlor on a i r p l a i  basis the :urns of Scrccned PenoMcl ,  and shall remvc 
personnel u'ho no longer mcet the Scrcencd Penonnel requiiements 

New F X  sliall rnninum iccords iclatmg I C  thc swms of Scrccned Pcrsonnel. and 
:hAt provide tliese records, upon rcqucn, 10 thr DOJ, FBI, DOD. DHS or m y  
h i r d  pzrty zudiioi appointed under the tcrms of Scction 5.E bclow. 

(iii) , 

d e p a r t u r e ,  ma3iTT;ioovide the LXlJ , fie kFJL 

(iv) 

(v) 

3 13. New GX :hall employ 
a Head of Network Operetiom and a Hcad of Global Secunry for Domestic 
CommuniLaiions Cornpenes \Vithm thirty (30) days a f k r  the EfTeectlve Date. New GX 
>hal l  notify the DOJ, FBI, DOD and DHS of tbc ideniidcs. of the Hcad of Network 
O y a t i o n s  and h e  Head of Global Scrunty. Thr H a d  of Ncwork  Openuofis ?ad the 
Head of Global Secunty, and m y  deripnec of I h c  Hcad of Glcbal Secunty  who serves as the 
Security Officer under Section 3 10, :hall be rrsidcnt citlicm of thr U n w d  Swtes who, if 
not zlready in possc~sion of U.S secunty c l e a ~ a n c e ~ .  zhsll ~ p p l y  for U.S sccunty clearances 
pwsuant to Executive Order 12968 m e d i a t e l y  upon theu appcmm,ent; who are subject 10 
the screerung requiremenfi of Scction 3.12 ofthis Apecmcnr,  and umhose zppoinment to the 
position is not objected to by h e  DOJ, t h e  FBI, DOD a d  DHS w i h  ten (10) days of 
receiving notice thereof. I f  the Hcad of Network Operauons, h e  Head of Global Security, 
01 m y  designee of h e  Head of Global Sccurity who serves as the Sccur i r y  Oficc r  u n d a  
Scction 3 10, does not zlrcady possess a U S. sccunty clearance, he or she may nevertheless 
s e n e  in h a t  position, rhject to DOJ, FB1, DOD and DHS approval, pursuant IO an interim 
secunr?. clcsrancc. New GX :hall hzve the right to 1cmovc h e  Head of Nctwork Operations 
or the Head of Global Security at any time and 10 appoint a replacement, sub jm to thc  tcms 
O f t h i s  Section New GX shall piornptly eppoinl a person who meets the  qualifications o f  
this Section IO f i l l  any such vscancy, and shall promptly notify h e  DOJ, FBI, DOD, and 
DHS in un'ting of such appointment In no event shall a vacancy for h e  pcsition of Head of 

Qualificztion of Prinrinzl Ncruorh and Se runn ,  Off icen 
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Wehvork 1Spcrauons or Head of Global Security exist fpr a period of more than ninety (90) 
days before New GX appoinb a qualified cadida te  to fill ruch vacancy. 

3 14. Qutlificetion of G c n c n l  Counsel and Head of Human ReFources. M’ilhin lhiny 
(30) davs afier the  Efftcuve Date. S e w  GX shall noli% DOJ. FBI, DHS and DOD of the , ,  ~ 

iicniities of die Human Resouices  c~ecu t ive  responsiblc for hiring and screening and the 
Gcncral Counsel. The Human  Resource: executive responsible for hiring and screening and 
the Gcncral Counsel dial1 be residmt citizens of the United Slates who, ~f not already in 
possession o f  U S rccunry clcaianccs, shall apply for U.S. security clearances pursuant u) 
Erccutive Older 12P6E immrdiatcly upon their appoinment; who are subject lo the 
scietrung iequiremcnts of Sccuon 3 12 of h s  Apecment; and whose appoinment 10 lhc 
prsition 1:. not obicced 10 by h e  DO], the FBI, DOD or DHS within ten (10) days of 
rccci\’ing noiice lhcieof I f  the Human Resources executive responsible for hin’ng and 
screenine or the General Counsel does no1 already posscss a U.S. securjty clearancc, hc or 

r u r r u a n t  to an inlrnm srcunty  clcarance. New GX shall have the dfht to remove lhc 
I lumm Rrrourcex K X ~ C U I I Y ~  ic:pon:ible for huing and screening and the General Counsel at 
any time :,nd to appomt a icplacrnien< subjea to the terms of chis Section. New GX shall 
p iwnp t ly  appomt a peEon who mecu  the qualifications d chis Section 10 fill any’such 
i’acanc)., ;ind shall piomptly noufy thc DOJ, FBI, DOD, and DHS ~n W n h g  of such 
appoinmien! In no event shall a vacmcy for the position of Human Resources executivc 
icsponsiblc ior luring and scirrrung or General Counsel exist for a period of more lhan 
iuiierj (90) days before New GX zippoints a qualified candidaw to fill such vacancy. 

j IS. Eri;,hlirhmcnr of Cerunw Cornminer of F e w  GX Board. The New GX Board 
rllall ~ s c h l i s h  a Secunty Conuninee 10 oversee srcm.’ry manem wjlhin Domestic 
Cammunir a t i o u  Cornpaiiics. The Secunry Comrmnec shall he  comprised solcly of 
durcmrs (”‘Sccuriry Dircciors”) who are U.S. citizens; who, if not already in possession of 
Ll S z c c u n r y  c l ~ ~ ~ r ~ n c e s ,  .hall zpply for US. security clearances pursuant to Exccutivc 
Oidei 12968 urmediately upon dieu appoinbnent IO b e  Security Cornminee; and who 
satisfy h e  indcpciidcnt diirctor icquircmenls of the New York Stock Exchange. If a 
Security Dirrctor does not h e a d y  possess a U S securi’ry clearance, he  or she may 
ncvenhcless s e r v c  as Sccunty Diicctor, rubjen to DOJ, FBI, DOD and DHS approval, 
puiruant IO an iiilenm stcunty c lcar~ncc .  The Security Committee shall supervise and 
icpon io t h c  full New GX Board on all maners related to security, inchrdmg implemenmtion 
of t t u s  Agrcernenl, consistent with h r u  obligation 10 kcep such information confidential. 
To p d o m  is funclion, die S e c u n r y  Committee shall, among other Ihings, leceive repom 
from the liezd of Global Secunty cn New GX’s compliance with chis Apeemen\  and also 
shdl ieceive 6 summary of a)’ i ~ p o r l  issued pursuant to this Apeemenf  including repom 
made in ccmrction with zudi t s  ccndurtcd p m u a n t  to Section 5.8 o f h s  Agreement and Lhc 
jnnual ier’on on compliance irrucd p u r ~ m n t  to Sectlon 5.11 of  t h i s  Apeement. Thc 

New GX’s compliance u i th  &tis ApecmenL 

3 16. ?umber and Nonce of Appcinnnent of Security Directors. Subjeci to Section 
2 20 belo%, fifiy (50) peicent of the memben of  thc New GX Board nominaid  by ST 
Tclemrdia and cleclcd to h e  h’cw G X  Board rhall he Security Directors. Norice of the 

she may IlrvrnheiessKrVe Ln V J e C t  10 m, kB1, D m  and DHS approv& 

S K C U I I ~ ~  Coinininec shall, m r m ,  pro\.idc p e r a l  ieponing 10 the full New GX Board on 



pioposed ;ppointmeni of a Sccunty Director shall be provided in writing to the DOJ, FBI, 
DOD and DHS by New G X .  The DOJ. FBI, DOD and DHS zhaU have the oppomnity to 
rwiew and disapprove the sppojnnneni of a Secunty Director within thirty (30) days of 
ifcri \ ' inp notice of the  proposed appomtmcnt. l f t h e  DOJ, FBI, DOD 01 DHS objects to the 
appoinmeni of an ind iwdua l  as Security Direcior within the 30-day l imchmc,  h e  
appointment of h a t  individual rhall be rescinded and a different candidate shall be 
appointed. 

3 17. 
rouicrs, s w i c h e s ,  servers 2nd nenvork transmission capability) and nerwork operating 
:!stems s o h a i e  requiies pnar appioval of  a Sccuriry Director, unless subject to oihcr 
procrdures pursuani io a policy io be negotiated with DHS. That policy may provide for 
simplified procedures lo1 non rrnzitive acquisitions and upgrades (e.&, wning by I b c  Head 
of Ncnvork Operations). 

P.rproval ofAraui:jiion Acquiring or upgrading network hardware (c.g., 

-. - ._ 

3 18. P-nicipation of Scrunry D ~ I K C I O E  in Corrmitwes of the Board of New G X  A 
q u o m  for a meeimg of the New GX Eoard or any cornminee of the  New GX Board shall 
Tcquirc at Icast one Secunty Director, unless the issues sddresscd nt such meeting in no 
itspect kddress 01 affeci ihe obligauons of New GX under h i s  Apeement  In thc event Lhaf 
h e  New GX Board or any  coinminee of the New GX Board must address at a meeting, for 
irasons of rnigcnt circumrianccs, a n  isrue related to or affecting the obligations ofNew GX 
under h s  Apeenlent, and all Sccunry Dircctor positions are vacanl a1 the lime of such a 
imcting, thc absence of the S t c m i t y  Duccior will no! prevcnt the formation of n quorum 
piovidcd h a t  the Secunry  Oficcr o i N e w  GX anends the meeting. 

3.19. Anendance of Scrunnr Diirctors ai Board hleelines of Domestic 
Cnnimunlraiions Commiues A mrrimg of the hoard of a Domestic Communications 
Company or of a board ccrrminee of i; Domestic Commications Company shall not occur 
wiihout a Serun'ty Dirrctoi in ziitndance, u,hcther as a member or as an observer, unless the 
i:wes addressed at such meeiing in no rerpect address or affect the obligations of the 
Domeztic Communjcaiions Company ui~oer this Apeement.  In the event b a t  the board of a 
Doincnic Coinmunicariom Company or a hoard c o r n n e e  of a Domestic Communications 
Company must a d d e s s  at a meeting, for reasons of exigent circumstances, an issue rclaicd 
to or aflicting thc obligations of thc  Domestic Communications Company under lh is 
Apecment,  and a l l  S e c u n t y  Duector posiiions are vacant at t h e  h e  of such a meeting, the 
absence of the S e c u n t y  Dirrctor will noi prevent the meeting provided that the Security 
OKJCU ofNew GX anendr the meeting. 

3 20. Rrmoval of Scciiriw Directors. Any Security Director may be removed for any 
rtason permined by the Frovisions of spplicable law or under the chaner of New GX, 
provided that: 

(9 the removal ora Sccur i t y  Dircctor :hall not become effective until h a t  Security 
Dbector, DOJ, rhc FBI, DOD 2nd DHS have received u ~ n e n  noiificaiioq a 
successor who ir qualified to become a Security Director w i ~  the t e r n  of 
this Aprccment is selrcted, DOJ, the FBI, DOD and DHS receive wrjnen notice 
of such sclertron under ilre i m n s  of this Agrccrnent, hnd DOJ, the FBI, DOD or 
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DHS do not object to the propost-d Security Director within thkty (30) days of 
Nch nonce, and 

notificalion to DOJ, the FBI, DOD and DHS of the removal of a Security 
Director shi l l  he thc rcsp@nsibility of the General Counsel of New GX. 

( i i )  

h ' o m ~ ~ t h x a n d i n ~  the foreping ,  however, if immediate removal of any Secwify Director j6 
decmed necessary to picvcnt acrual OJ possible \.ioIalron of any statule or r ep la t ion  01 

x lua l  01 po~rible  damape 10 Vew G X ,  the Security DireClOI  may be t cmporady  suspended, 
pendmg winen notificztion lo the FBI, DO], DOD and DHS, and removed upon h e  
;ippro\,al of h e  iemoval by Ihc FBI, DOJ, DOD and DHS. The wrinen notification Io DOJ, 
JE31, DOD and DHS shall te i  fonh  Ox reazons for the removal if such reasons a c  related to 
thc pcrforrnbnce of thir hpecment  In the event of any vacancy in the position of Security 
D i i~nor ,  houcver occumng, New GX will p v e  piompt wrinen noti, of such vacancy 10 

vacant, t h~ough  the C h e f  Operaing Officer ofNew GX. New GX shall promptly nominate 
a pcrson who meem the quzlifications in  Section 3.15 to fill such vacancy, and shall 
plOlfiptly notify DOJ,  the FBI, DOD :ad DHS in uriting of such nomination. In no event 
shall a wcancy for the po:ition of Security D~CCIOJ exist for a period of more than v h e l y  
(YO) days before New GX nomnatcs a qualified candidate to fill such vacancy. 

3.21. ~deniii if icaiion of S e c u n t v  Dtrecrors. New GX shall indemnify and hold 
liarmless each Sccunty Diiccior fiom any and all claims ansing from, or in any way 
connccied IO, hus 01 hcr perform-nce a s  a Security Diiector under the Agreement except for 
liis 01 h t r  @urn individual par: nrgligcnce OJ willful misconduct. New GX shall advance 
fces and costs incumd in conncction wh the derense of such claim. New GX may 
purchase insurance 10 co\'er L h i s  inden,r,ification. 

3.22. Except lo the extent and under 
conditions ccncuned in by Ihr FBI, DOJ, DOD and DHS in nnling, operational control of 
h e  Donicsnc Communicauons lnfi;srmcture will be resmcled to the Ncw GX Ncnvork 
Operamg Cenwrs locaed m thr L h w d  Sulrs 

3.23.  5rrunrv StiiiidzidF snd P i a r ~ i c e r .  2nd Conx~l~ationr with U S Government. 
Domcslic Commururrtions Conipzmes uill maintain or excccd securify rrandards and 
pracriccs utilized within the U S. rclecommmcations industry and will consult uith the 
DOJ 2nd other a ~ p ~ o p r i a t e  U.S. povrmmcnl agencies on steps to maintain OJ exceed such 
runduds  and practices. 

3 24 N'nrice of  Ohli~hllon:. Domestic Communications Companies shall inshucl  
appi~pnale  cificials, rrnplo?ecs, conoactors, and agents as to the secm'ty rermctions and 
saf rpards  imposcd by h r  Aptcmen t ,  including h e  iepomng requiremenu in Sections 5.5. 
5 6, and 5.7 of 1hs P.giernient, and shall issue penodlc reminder5 to thcm of such 
obligalions. 

3 23. .4rcess 10 Ck-ified. Controlled L1ncla::ified. or Scns~tive Information Nothing 
cclnlzmed in l fus A f r c c n m t  rhall lunit or iffect the authority of B U.S. g o v e r n m i  q e n c y  

- 7 3 0 l ; ~ ~ ~ ; D O I ~ ~ ~ . f f i i ~ u ~ - i h e  ~ l e n e r a ~  LOUJIS~I 01 New b11, 01 1 1  that posibon iF 

Operalional Cnnnol of N e w  GX Nrtwork. 
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tb den), limit or revoke Domestic Communications Companies’ access to Classified, 
Conoolled Uncl.mified, and Sensitive hiormation under that agency’s jurisdiction. 

AHTJCLE 4: DEPUTES 

4 . 1  Informal Rercluiion The Panies shall use their best efforts to resolve any I 

di:apeerncnls that may arisr under this Apeemcnt. Disagreements shall be addressed, in 
!he first Instance, at the slaff level by the Panies’ designated representatives. Any 
disagreemcn~ h a t  has not been resolwd at that level shall be submined promptly to chc 
Gcncral Counsel of New G X ,  the General Counsel of the FBI, and the Deputy Aflomcy 
Griicral, Cnminal Division, DOJ, b e  General Counsel of DQD, and the General Counsel of 
DHS 01 h e n  dcignees,  unless the FBI, DOJ, DOD or DHS believes h a t  imponant national 
uiteresS can be proiecied, or a Domestic Communications Company believes chat ia 
paiamount commercial init less can be resolved, only by resorting to the measures set for& 
i n  SZTom3CTIhis  Apccinent. IT,TI?ei mreo’ng wilh m g h e l i F 3 T T i a 1 s ,  any 01 
the  Panies dcteniiines that further negoiiation u,ould bc frujtless, then that  Party may resort 
I O  ihe iemedies set fonh in Seciion 4.2 of this Apcement.  If resolution of a disagrecment 
i cqu i i es  access to Clzssificd Information, the  Parties shall d e r i p a ~ e  a person or persons 
po5ressmg the Zppiopnate recurity clearances for thc purposc of resolving thsl 
disagreement 

4.2  Enforcrmenl of Pmcerncnt. Subject to Section 4.1 of this Agreemcnt, if any of 
h e  l‘znies believes that my d i e r  of the P d c s  k breached or is about Io breach this 
Apicnicnt ,  that P ~ J Q  may bring an  action a ~ a i n s t  t h c  olher Parry for appropriaie judicial 
iclief. ?httdng in this A ~ ~ ~ c n i e n I  shd1 l i n u l  or affect l h e  right o f a  U s povernmcnl agcncy 

- 

r c q u i i e  that the Pany 01 Panics believed to liavc bieachcd, or about to breach, 
Lhls kpccmen t  cu re  w c h  birach wilhin h t y  (30) days upon receiving wriflcn 
nouce of such breach; 

--;XSI that t h e  FCC modify, condiuoq revoke. canccl or i e n d a  null and void 
m y  liccnse, pcrmit, or olhcr authorizauon pan ted  01 given by he FCC 10 
Domestic Corrmunicstions Companies, 01 request that thc FCC impose any 
ohe r  iippropriare sanciion, including but not limitcd to a forfcinrrc or other 
m o n e q  penalty, against Domestic Communicetions Comparucs; 

seek civil sanctions for my \,iolation by New GX or Domst ic  Communications 
Companies of any US. law or replalion or t e r m  of h s  A p e m e n <  

pursue cnminal sanctions against New GX or Domeshc Communications 
Companies, or any director, oficer. employee, represcntativc, or agent o i  
Domestic Conununications Cbmparucs, or against any othcr person or entity, 
for violatiom o f h e  criminal laws o f h e  h i e d  Slalcs; or 

seek .~uspcnsion or debanncnt of New G X  or Domesic  Communications 
Compsnies from elipibility for conwaciing with the U.S. p o w m e n t  
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4.3. lncpzrzhk lniury Hew GN t p e e s  hat the Umted S m e s  would suffer inepzrable 
inJUry if for any itason a Domestrc Conlmurucations Company failed 10 perfom my of its 
matcnal ob!rp~i~jons under  th i s  Ap ie r inen t ,  and that monclar). relief would not be an 
ndcqualc ~cmedy .  Accordingly, N c u  G X  a p e s  that, in seeking to cnforce this Agreement 
agamst  Ilornesiic Comsunicitians Companies, the FBI, Dol, DOD and DHS EMI be 
cniitled, in addition to any other rcniedy available at law or equily, to specific performance 
m d  i~miniedia~e injunciive OJ other tqui~able  rcliei. The obligations in Seciion 5.5 or 5.6 arc 
iiiaicnal for the purpose of h s  Section. (Listing these sections does not imply that 
obligztions in other sections are not material). 

4 4  The availabilifj of any civil remedy under this Agreement shall not 
picjudice the cxcrcise of any other civil remedy under this Apcernent or under any 
pio\'~sion of law, nor rhall any action tahen by a Party in the exercise of any remedy be 
canzidcred a waiver by ilia1 Pany of any olhcr ri$U or iemedics The failure of any Party 
IO ~risrst on :mer performance of any of (he pJOVis iOIIS of this A p e m e n 5  or to exercise any 
nght the), p n \  rhall no! be conyuued as a relinqurshmenl or future waiver; rather, the 
piowsion 01 right shall continue in ful l  force. No waiver by any Party of any provision or 
nghl  shall be mlid unless i t  is m un tmp  and signed by  the Party. 

4 s  F r u m  ~ t l c c l i o n  It  iz a p c c d  hy End amone the Panies that a civil action emong 
die Panies i ~ r j u d i c i a l  ~ c l i e f u r t h  icspeci 10 ;my dispute or matter wheuoever m'sing under, 
i n  ~ o m i ~ t i o n  with, or incident I O ,  h i s  Apeernenl rhall be brought, if at a l l ,  UI the United 
Stares Di!mct C o w  for the Distnn of Columbia. 

4 6  
ccnfcned  herein, shall be effcc~ivc upon the execution of this Ageemenl  by all the Parties. 

WJ. 

Effec~ivcness o f k n i c l e  4 %s hnic le  4,  and the obligations imposed and righU 

ARTICLE 5: AUDITING, REPORTING, NOTlCE Ah?) LlMITS 

5 1  Filinps le de lure  01 de h r r c  connnl of a Dcrnrstic Communications Comnany. If 
any Domestic Corr~munications Company makes any filing u<th the FCC or any other 
cI;twPnumnul Authonly r c l e ~ i n p  to the de JOCIO or de jure connol of a Domcstic 
Commurucat~ons Compeny eacipi  fool filings w t h  the FCC for arsjpunenls  or uansfers oi  
c~muol 10 m y  Domeslie Conmunrcations Company that are pro forma, New GX shall 
promptly provide to the FBI, DOJ, DOD and DHS w i n e n  notice and copies of such filing. 
T h r  Scclion 5.1 i s  e~fcctrvc upon executlon of h i s  Apeernen1 by all the  Panies. 

5.2  Control of Ncw GX I f  m y  member of t h e  Security Commince 01 of thc senior 
manzgement  of Ncu, GX or a Domestic Communications Company (including the Chief 
Exccutive Officei, President, Gciicral Counsel, Chief Technical OFfcer, Chief Financial 
OlTicer, Head of Neruork Opcrations, Head of Global Securily, Security Officer, 01 other 
zeruor cfficer) acquires any infomiation h a t  icesonably indicaws that any single foreign 
C J I I J ~ .  or individual, ofher than ST Tclemrdla has obtained or will likdy obiein an 
ou-ricrrkip intcrcst (dircct 01 indilert) in New GX or a Domestic Communications Compmy 
;.bo\,e !en (10) ycrcent, a s  detcrmincd in accordance wrh  47 C.F.R 8 63.09, 01 if any single 
f a i c i p  entit). or individual has gamed 01 will likely otherwise pain cirhcr (1)Conhol or 
(2) ~ P / G C J O  or de jure conbol of New GX or B Domestic Communications Company, thcn 


